ATTACHMENT 7

DEPARTM ENT OF DE FENSE 1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED

CONTRACT SECURITY CLASSIFICATION SPECIFICATION SECRET

(The requirements of the Do} Industrial Security Manual apply b. LEVEL OF SAFEGUARDING REQUIRED
to all security aspects of this effort.} SECRET
2. THIS SPECIFICATION IS FOR: (X and complete as applicable) 3. THIS SPECIFICATION IS: (X and complete as applicable)
a. PRIME CONTRACT NUMBER OATE {YYMMDD)
a. ORIGINAL (Complete date in all cases)
b. SUBCONTRACT NUMBER b. REVISED (Supersedes Revision No. DATE (YYMMDD)
all previous specs)
¢. SOLICITATION OR OTHER NUMBER DUE DATE (YYMMDD) ' DATE {¥¥MMDD)
¢, FINAL (Complete item 5 in all cases)
X W91 2HO-05~-T-0012
4.15 THIS A FOLLOW-ON CONTRACT? R ves [ ] NO. If yes, complete the fallowing:
Classified material received or gensarated under ____{Preceding Contract Number) is wansferred 10 this follow-on contract.
B. 1S THIS A FINAL DD FORM 2547 ] ves NO. If yes, complete the following:
In response to the contractor’s request dated ___. retention of the identified classified material is authorized for the period of 2

8, CONTRACTOR (Inciude Connnercial and Govermment Entity (CAGE) Code)

4. NAME, ADDRESS, AND ZiP CODF L. CAGE CODE <. COGNIZANT SECURITY OFFICE {Name, Address, aridth Code)

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIF CODE b. CAGE CODE ¢. COGNIZANT SECURITY QFFICE {Narme, Address, and Zip Code)

8. ACTUAL PERFORMANCE

8- LOCATION - 0. CAGE CODE | c. COGNIZANT SECURITY OFFICE
US ARMY SYSTEMS PERFORMANCE QOFFICE
BUTLDING 2580

7701 TELEGRAPH ROAD

ALEXANDRIA VA 22315 ‘=

1 and Zip Cod
me, Address, and Zip Code)

[he contraf,wr w111 be mpected to pmwde lacu.hly maintenance service to the Government. The contractor will have
unescorted access to the common areas of the facility and escorted access to the restricted areas of the facility. The
contractor shall have a SECRET security clearance based on a National Agency Check (NAC) and/or a NAC with
written inquires within the last five years. The contractor shall sign an SF 312 (Classified Information Nondisclosure
Agreement). The contractor must be a US Citizen.

| 10. THIS CONT RACT WILL REQUIRE ACCESS TO: YES | NO [11.IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES | NO
8. COMMUNICATIONS SECURITY (COMSEC) INFORMATION X Eo"her\ﬁié%g S;' AR A E SN P ACT ﬁITANO e X
l]. IIESTHICTED DATA X b. RECEIVE CLASSIFIED DOCUMENTS ONLY X
& CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X ¢. RECEIVE AND GENERATE CLASSIFIED MATERIAL X
n FORMERLY RES .HIC TEC DAT, X d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X
e IMTELLIGENCE INFORMATION: a. PERFOAM SERVICES ONLY IX
: 11] Sensitive Compartmentad Inimmatlon B _f' EUE\IIHET‘SCF)%EE‘JT L-lJ‘% UPCS%;EI%H IEsDAEj‘DFq'Eﬂ)},I 1_?%&#6%![%£ THE U.S., X N
(2] Nao-5C1 9- BE AUTHORIZED TO USE THI SERVICES OF DEFENSE T‘CHNI(,AL INFORMATION e
fg TS S TNE CENTER [DTIC) OR OTHER SECONDARY DISTRIBUTION CEN )
.--_C AL ACCESS INFORMATION h. REQUIRE A COMSEC ACCOUNT X
9 NATCI iNFORMATION i. HAVE TEMPEST AEQUIREMENTS X
. FOREIGN GDVrHNMENT INFDF{MJ\TlON i- HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS K4
B . -
i [.INHTED DISSEMINATION INFORMATIOHN k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE X
FOR OFFICIAL USE ONLY INFORMATION I. OTHER (Specify) |
k. r_:'rHER {Specify) 1

DD Form 254. DEC 90 Pravinus editinns are nhenlata : SRR e




12. PUBLIC RELEASE. Any information (ciassified or uncigssified)
Manual or unless it has been approved for puslic reiease by appropriate U.S. Govarnment author

P
i

Trrouah fSpeciiyi:

pertaining to this comtract shall nat be refeaszed for

to the Divectorata for Freedom of Infarmation and Security Review, Office of the Assistant Secretary of Defense (Public Affalral® for review.
- In the case of non-DaD User Agencies, raquests for disclosure shall ba submitted to that agency.

public dissamination excapt as provided by the Industrial Security

Ity. Propased public releasas shall be submitted for approval prior to releass

. SECURITY GUIDANCE, The security classificatian guidance needed for this classified effart i
other contributing factar indicates & need
classification assigned to any information or materla! furnished or genarated under
telow. Pending final decisian, tha information invalved shall be handled and
clessified cffort. Atrack, or forwgrd

this contract;

The contractor will be required to perform facilit

rotection of any classified national defense in
contractor must be immediately

for changes in this guidance, the contractor 1s autharized and encauraged to pravide recommended changes; to challenge the guidanca or the

protected at the highast lavel of classification assigned ar recomman
under separate correspondence, any documents/guidesiexiracis referenced hereln. Add additional pages as needed 1o provide complete guidance,}

y maintenance services throughout Building 2580.
sified national defense informati

formation inadvertent]
reported to the Unit’s security office.

s identified below. If any difficulty is encountered i applying this guidance or If any

and to submit any questions for interpretation of this guidance to the official identified
ded. {Filin as appropriate for the

on. The services

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition to 1SM requirements, are established for this contract. (If Yes, identify

LMJ YES

i fAie

the pertinens contracisal clauses in the contracl document irself, or provide an appropriate sia
the requirements t the cognizant security affice. Use frem 13 if additional space s needed.)

witich id

ifies the ! requirements, Provide a copy of

15. INSPECTIONS. Elements of this contract

are outside the inspection responsibility of the mgniz}ant security office. (If Yes, explain and identfy
Spectfic areas or elements carved out and the aeivity responsible for inspections, Use ftem 13 if additional space is negded.)

L_J YES

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified information to be released or
generated under this classified effort. All questions shall be referred to the official named below,

a. TYPED NAME OF CERTIFYING GFFICIAL b. TITLE

Karen Jones Security Spe

¢. TELEPHOME (lnclude Area Codet

C.

(703) 428-7935

d. ADDRESS {frclude Zip Code)

17. REQUIRED DISTRIBUTION

Humphreys Engineer Center

. CONTRACTOR

ATTN: CEHEC-8H(Security)

. SUBCONTRACTOR

Alexandria, VA 22315

. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

e, SIGNATURE

. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
. ADMINISTRATIVE CONTRACTING OFFICER .

. OTHERS A5 NECESSARY
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